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(54) REMOTE MANAGEMENT SYSTEM 
(57)Abstract 

PROBLEM TO BE SOLVED: To provide an economical and simple system which has no problem 
on security. 

SOLUTION: A remote management device 1 designates prescribed management information 
among management information of a user— side management device 2, generates a text consisting 
of a character string for electronic mail based on designated management information and 
transmits management information requested by an electronic mail to the user-side management 
device 2. The user-side management device 2 analyzes the electronic mail, starts the 
management interface of a network, collects necessary management information, converts 
collected management information into the text from the character string for electronic mail and 
transmits it to the remote management device 1 through the electronic mail. The remote 
management device 1 remotely monitor a user-side network and executes remote maintenance 
based on received management information. 



BEST AVAILABLE COPY 



EST 




LEGAL STATUS 

[Date of request for examination] 

[Date of sending the examiner s decision of rejection] 

[Kind of final disposal of application other than the examiner's decision of 
rejection or application converted registration] 

[Date of final disposal for application] 

[Patent number] 

[Date of registration] 

[Number of appeal against examiners decision of rejection] 

[Date of requesting appeal against examiner's decision of rejection] 

[Date of extinction of right] 



Copyright (C); 1998,2003 Japan Patent Office 



09) a#B4$fW (JP) 



02) & M 4# fit £t & (A > 



#S§¥9- 134297 

<43)^HB ^9^(1997) 5^200 



(51)IntCL* 
G 0 6 F 11/30 
13/00 

H04L 12/24 
12/26 



3 5 1 



7313-5B 



9466-5K 
9466 -5K 



F I 

G 0 6 F 11/30 
13/00 

H04L 11/08 
11/20 



D 

3 5 1G 
3 5 1M 

1 0 IB 





ifrHW- 293994 


(71)£HB1A 


000002130 










(22) digg B 


¥l£7^(1995)lim3B 










(72) 










*IRrfjJlfc?£K&M-TBl#3# 














(74)ttSA 





(54) [iiO«»] SBIWSi'XxA 



(57) 

5. 




Si. 

^©gawfg^jgs-rsfis^isi . 

i> 

ai-r £4xii3Mgi, 20 

jw- y 7 7 j fr&mft-? 7 << >vtvxmrf-j ~~)i-cm 
^. 

[»WO»IHft«W] 30 
[0 00 1 ] 

[0002] 

^©^©^©A^i^i^btiST C P/ I P* 

v h "7— ^{C^ff UOO&&„ 7W"C>^W'5*5 40 

nsi#^.p>n. hy-^act-x^-cfc. c©3i 

ttfcjififrrSsBEj&i**, C©J: $&«*©«> 4. fd 
D I ^^#->in^ll^LANK>ffltC© 

fA36up§»sm:i>*. ±ia©fi£*©«6^* 5» h?-^ 

[0 0 0 3 ] : ■ - 

[»?&MBfct>J:5 4-rSHH] b*»LSr*J6. JJE© 50 



^i¥9-l 34297 

2 

3&sia»ftayft©* » t-y-^'ga-T-scifct, -fe*^ 
tt. -Sd^SI©-b*»y^-*3WfilK3tiSJ:5Kin*»t>ff 

fc. 3Efc. mm^ftt&jmtzwMmtT viz*'*?. 
[0 004] *«w©bwb. y ^ -f ±©ra«# 

[000 5] 

[SBH*JB8i-j-sfc8{>©#s] 89*a 1 E«©Jimeffi 
4. i-ifWfl^KiaBwarsaiwafi^iHi* 

_tiB«PB < BSSIgW. a— !fWWffieiBK«fcDiR 
*Sn*«ltiMH©5 feBf3g©Wf!WR*}Ssrr*JS3£ 
#©4. *gje*Kic.fcD}S£Sftfc«aft«*fc4K:« 

©s^tf^ett-s^+^hKaafe-rssBfe^Bii. safe 

[0 00 6] ±gB»fi!SKJ:»). SNHHISeKK. M^S 

fcm^-^©^^^ i-^^iics^sn-seattfR* 

•;^-f±©raffl*^^<. Tf-fe^^^©flK6* 
l»Ta--!flO*» h ^-^©^atff^JRmU. C© 

«> £ jcMPseafci; o*^p»^ > y-i- > ^gt*ff «t 



3 

[0007] mimzsmoiAmmmisz-T-Mt. it* 

[0008] ±fB©«W»c <fc 0 . /<-f -Obr-te 
•c *> . xmom m.z$}im£ < mm-? & c t ntum t & 

-So 

[0009] 

BIB. *f»B©— SB»©»S8©iWB«li'^f-A©^ 
[ 0 0 1 0 ] H 1 *#«RL.tT. j*im£«5'X?-Att. * 
<fc£*.«\ Att) fcisigsft-s. a-fUfisi 

2. LAN (Local Area Network) 3. JiLAN 
4. 5. — ZXy-— ^a>> /n*V3>. 7"y>#+r— 
,^©* y h y - ^ (C&ftS titcSm. 6-10, -fVy 
J?. )V-Zm<DipMmmi 1. 1 2£^t?„ 
[001 1 ] jl— !fflm&$gK2 {CB. &£1^* ^7- 

^Sa^X^A, fcix.», ^*sua«*5$£a»© 
AN 3 ~5 f h7-^iW>F6~l 2CC<fc 

0. «§a> »S^/te*&eBI*©« *©*«*£ 

fifU h7-^O^i^f«c5. a— tffflMf 

aflHB©iR«^*ff<c9. 

[0012] e^tt©&H3«B£EE 1 i Att© a.— V s 
ttJBSlSK 2 £ ttH^ - frX'l&Wi 3 nt *» 0 . 
-;i/K«l:0f s -i'©ja6»«*flr«B«:flWS3nri>s. ftt 

^t— !FffliJ i »agg2£/rUT ^-IfM©** 



(3) 1 34 29 7 

4 

3QS©0MT?tt. Atfc©aBMBlK:oi,»Ttt9i , 3"S*. 

ttita^ttt -jkc j: <o gifts nr una v 

[0013] ±K©«W«CJ: 9 . 3L— tf«© i ga^g2 
io K«fc»)iRJ(iSnfcfllJs!S. »W. ttte»©«« (of) * 

n«a£ff i#$!&u ai»u*im«*«»i«c^— !f(B 

©*» r«7-*©jM*K8L aPS^>f^->x^^f^ 

r-4 <D$m±. i pmcj: vvr^m 
nrfco. •fe+*»;7--<±©Pfl®^/i>^< > 

[0014] 3c«c. ±IB©^JjSK J: f) . S^-^-^ffl 

rifte^-r * . a — »f mmmmm. 2 *sjr*-c * ^w#gtc 
2aD©tffR*5&s„ loB, jl— tffiims 

U^>h3~12^6JR* OtcmS&Z i KffifiR L,fc» 

g2*s^o^ttis©iR«^ ; &iesfflt\ ^e©^mf# 

30 

[0015] ±l2©^S^g2 *s«WT-5tt^<b 
tt. }7-JxM> h©^B?r. 7KUX. JiSt 
ffigt»$R^©#^t»$H. FI«P^ 

^^■f^p- f©ib^) . ^fAni/ (easgg 

[0016] ^a^g2 ©«HSflHll©a«8fiB£ 

40 ffi^-C?#e>n-5tffR«. — !2fC. SNMP (Simple Net 
work Management Protocol) i I* 5 h 3^%3ll/"C 
MI B (Managenent Information Base ) £l^57F2"Cf§ 

SNMP*sfiJ^r-tn«. ■e3g««*»*c4*«r*s 

<->„ Ifc^-jt, ±ffi©10Cj;5SNMPo verl 
«a i 1 ©^ti£*giTft«\ h 1 ?-^©^^ 
: : 'i§©£©t#fR (MI B) SffiCim*. /cfcl,. 
SNMPtlt mn©Mi BitSW-rSJB^. ^©ai 



«. M I B©lff©St4* iftt 1 It 

msfrz&oymmzi&mL. -e©is»* 1 ok* 

fc$£-£*f hy-i'tl^fAlt gE(CC©M I B £ 

[ooi7] mmmwms 1 *^a-ifitig 

i»tr9W*. H2jB«tcfia3tt. a i K^-rapsea 
igKfrsasflisn**^-^©® 1 43&zm2 ©^ - 

MI B&CWr£&©-C&-2>,, 

[0 0 18] ^T. H2*#fiHLT. a— •fffllffiKKB 

ourlitS. To :Net@xxx. xxx. c 
o. j pUM^J— ^©jHfiSfc^r^U From: xx 
x xtJ^fiN^TnL. Su b j e c t : D r_N e t_ 

^Ttc^-TR ea=GetLog», a dffflf $R©4X5I 
©gJfcfcTnU Category = FMB, tjf^'J t 

U Target=iSAK, n^fMRSriD«6"r&f - 

r#MA-C&-SC<t£^U Info=Alar 

MaxL o g s - 1 0UmMt^if<Dm.^Mffi 
1 0#T-&5C££^ft-e*Tir;t,Tt,>£„ ±fH©S-?^ 

- A*WHS^aE i * 6 a.— if wsasai 2 -^^ff 3 

akht s r ^ - a p ^m-f-^f -mc j; 0 itRitfasi 

[0019] acfc. itisieasss 1 *5g*-r-5t»$g*^ 
— if wbhsb 2 <z>a@hi* K©JDaMMB£3 it f#e> ft 

«MbT. S^-*©iM«:?B, 
tt. 02 tmWce&Z* 'Aic, BaROTK^TR e q = 
GetMIBIt MI B©f»fB©g3jc-C& 5Ci ^ 
U Ta r ge t=«gAl4»«*JRIRrSif-yy F 
AWAfiSCi^l/. MIB=if Index « 
gjTT&M I B*S-r>^7.c-X-Y>7 :r y ?^T*5C 
££^L. MI B= i fOperStatusB, gj£ 

■tforaeases 2 «. g ^Dtimmnomfkmnzm v r 



CO &ffl¥-9 - 1 3 4 2 9 7 

6 

^ - Ji>-emmvimi3:^ a-tv-it -{jwc^gt-rz cite 

[0020] #cc ia 1 {c^-rapi ! Ba^x7-A©7*ci 
■fe**iBiK:-3i,»-riMii-rs. i4», sitc^-rapsg 
a*>x t j*<d~?u -fe x^it^-ra-c* 
10 [oo2i]04^#iir. -fu^xm&thx, m. 

BgSSISnJv GUI (Graphical User Interface) 
21, ^-^T^'J^r-: ^ 3 >2 2, r "7 - # 

f!^fA2 3> y 2 4 gfc. 3. 
-1ffflimaSB2K, GUI3 1, Fi*-9w?3 2. ft 
#&trwC3 3. ^'^-7 3 4, NE (*9r'7-* 
iW> h©fBtf.SP) 3 5. SNMP-GW (y-h 1 ? 
W) 36. ^-Jl^- r^W 3 7. ><-JHf-A3 
8£^t?„ £t*i. ^-;b-y-^3 8*j4;OV-;uy- h 

[0 0 2 2 ] GU I 2 1 KJz^iB^©^— tf-f >*7i 
-X^Sn, GU I 2 1 iciOSjSS ft 

•y fflj'ffa^ 2 icgm-r&mmmm&hm u . 0 2 * /c 

lii3(CSt^-*7*-Vs' h©^-?-^— Jb^rf^-r 
•5= ^$ftfc«-7-^";U». ^-;HJ--^*2 4^6S 

ftfcm^?-^— ^ h^^^37fcJ:0 gff 

wcf+xh^it, ^.-ifflimasig©^^^ > 
2^#*-r^tt$gfcMT€>*^^->'i'©»^-«. pts-y- 

"TM I BKWr-S«T-^-Jl/©^«. X^i^^-^3 

Pf#-y--'^3 2. tttllf-^-? 3 3 . X^a-73 4. 
fcJ:0'SNMP-GW36 #«lfp U . a.-1f lM»SBEa 
2^Wr51f#g*5g^$ft-ci^i#^». ^-©ttfRfc 
ISDT. PfWlt-^3 2*/c«14fg1f->'A*3 3*6^ 

40 (ommwmztiZo *fc. s^^n-5t»$R* s M 1 b© 

Wy»-7 3 4©f[JWCj;0. SNMP-GW 

T^ct^KJg^t. B^SftftiflMRtJDail'rS. JJEW 
afcj: 0 JD»Sftfc»flHB». ^ F")i-f37 
tcto. m^-^ffl©S:^'J*>?>^€.^^x hK^ft 

Sft. ^-;Hf-w«3 8-jl^l§ft€.„ 
8». JR*U?t1IW8**tf* J f--»f-Jl'*« ; f-^-^K:J: 
D^-JHf->'^2 4'^^l{lT-S„ ^-;^^2 41JS 
. ML/cm^^-;WC^*ft-5 ! gat»fS*GU I 2 1 fed: 
50 O'Kc^-* »h>7- i'^a^g 2 3 "v^MI b . C ©fSf«* 



(5) 



<®ffl¥-9- 1 34 2 97 



[0 0 2 3] ±fE©7 - P-kX«j*5CJ: K> . itlSiMgB 
[HDon«tt8iii9] 10 



8 

* [02] 0l(c^Tal^g§lg^tJ:9g^ISn•SlI^ : - 
y— ;U©^ l <DJ— )]/?*— -7v V : &7f<irM~c$> : b. 
im 3 ] m i ic^irjftimsggit <fc 9 j2i«;*^^£1I^ : - 
[E4] miicm-?m.mmmi'x?-&<D7u-txffi3k* 
[##©taw] 
2 a— !f«pms^a 

3~5 LAN 

6~ i o 

11.12 tpmmm 



[si ] 



[02] 




Ati - 



i — |"v- 2 K-12JJ-10 

6 -U LP 7 



[03] 

To:Dr Net@xxx.xxx.co.jp 

From:xxxx 

Subject:Dr_Net_Get_MIB 

Req=GetMIB 
Target=^SA 
MIB=fflndex 
MIB=iK)perStatus 



GUI 




AP 


&K ; r- 

' I ! 





To:Dr Net@xxx.xxx.co.jp 

From:xxxx 

Subject : D r N et R equest 

Req=GetLog 
Category=FM 
Target=^SA 
lnf6=AIarmLog 
MaxLogs=1 0 

[04] 



37 32 



23 




36 2 



(51) Int. CI . 6 

H 0 4 L 12/54 
12/58 



MW9ia# /f rtna#^ f 1 



